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Abstract: Text information hiding is an important technology to protect the security and integrity of text content. The
research progress of Chinese text information hiding was reviewed. According to the clue of Chinese text information
hiding, the existing algorithms were divided into three categories, algorithms based on text images, algorithms based on
text format and algorithms based on text content. The implementation process of each type of algorithm was elaborated
and the advantages and disadvantages of the algorithm were analyzed. At the same time, their principles, embedded
capacity and anti-attack capability was compared and analyzed. In addition, the problems existing in Chinese text
information hiding technology was summarized, and the research trends were discussed in the future. It is expected to
provide reference for research in this field.

Key words: information hiding, text steganography, Chinese text information hiding, text feature

i, LIS PRS0 A 28R 1R A 5 BT 7
AR bR USR358 R
SR EHE BN, AFAERIURE BB,
MK A 2 A5 RN )

515
5 R B AL AF B 2 A WU 1 — AT T

Vol.40 No.9
September 2019

o AESCAAE S B 5T

45 S BRI 7T 2 E 1999 4F 42 [H {5 B KK &% %
RS B 245 R K4 (CIHW, China Information
Hiding Workshop) 2 i X2 (M, Zid Z4EM &
Re, fEEWNAMRZ F# IS, DLRAUNT & 45
A A B R ST T A R H

Igts BHHEA: 2019-06-15; &= HEA: 2019-08-30
BIEEE: P, yaoye@hdu.edu.cn

EE&WB: HEMACHRESHIINE (No.17YJC870021)

IR0 B, K22 B3 12 K SCAR RN SO AR
T I PG A7 L BB R N R T R
B SCAS K 2 G R AL B, B AT SCA S
BATIJRVES, RREHFELS (K15 B mUsR -

SARAE B S B N EE k. T

Foundation Item: Humanities and Social Sciences Foundation of Ministry of Education of China (No.17YJC870021)

2019208-1



. 146 - Wt % W

40 %

BRI P TT IR S A BAR IR I AT E I, SO
RO AARE B SR 3 R AT A
S BB AR D s SO A 0 22 4 R Sl 2 A AT
PR EEAT A AR SRS O R SCUAE
SBRETUSCR, ARIESFRINLR R, HOa
I 328, RN LREAT o T A A, JR4E R
9, DME ST 1 it .

2 NBEBEESESHH

SCA SR AL SUA A RIS PG o S
AR SR TP R AL R I I SO R SO AU
X SCANBATHLRMN T e CARNKZ IS 7555
10, SRIGERAF R wrod. pdfy xml 3RS

BE O SCAAT BEGEE, TN D I A A ]
BB EEE, SR T SORM SN, 1—-IT
L P IE 1T SO BRI SR A Sz R
WA SR A b, AR KSR AR & &R,
W SOARAF BB EERN 7y 0 3 98, Wil 1 o

o SCCA B R
I |
BT SOR MR RYSL: | | TSk RSk | | BT SO M A R S
W SCA R — ORI — ETEE%
TEARR I | [ TR — ETEITE
— R — FE T DUERFE T

B SORME R R 26

21 ETXAKREGEZX

WL AR B AL, MpE ST, 4Un
SCAF B R SCR AT O G s K, RO SR
B BHE S E N R S BB Z TR 2,
TR 5 SR A SCAREIBE A Y. 5
WG AH LG, MR G 5] Il &
PR S DRI, T DA SO PR KR AL
AR IR e EUR RS BN SCAR G5 B B i it 1
AEEEIR SR o HE T SOAR EUER 5 BB A%,
AT DL T8 08 AR AR SR s, BOE 40U
SCARMPETER S 50, HA BRI,
211 EE SR A

Ding %5123 o i 2 2] 22 8] (14 0 B 1) 8, A SC

A BB A AT 54T 2 18] 1 2o A [R] R B0 OE 5%
&k e, DL /K B B bs 7E 1E 5% 4 A o
AR RME R S, AR E RIS B A R
B AR, AR SO BAT R (2%
R, HAFER .

Kim 2T TP sc, 2850, 30X 3 Fl
5 AR BUE B R . B SO EUR i
e I MG, R )5 Sobel B $EHUCA EIG 10
%, SiHEB T RATSCRTE 16 N7 B ETE .
SCHS R, 3 R E & AR SCAR R ALE 16 N
] LA AR G THRRE,  IF HARRRE S R R S
AEUG AT IS VR AR REAA] R, Wil 2 Pros. 3¢
R LIRS v % A “sub-image consistency”. R4
AT L7 FURFAE — SOt R, RN I T = AT BT K
FHIEVE 22, SO 5 AT BT R RN 0 bit
A1 bite ZFIVERMEMEATR, WRSHAT ARG
FROERE MR, Bk (5 B A A4 . [, 5
RN EAC, BHATIREHRA 1 bito

%
71 2 3 4
%
5 6 7
2 AT T RRHIE — 2

R SEL B A o R e S DS A A R 5,
HHRASFRFBRKE . R E AN BR A, MR
FAT CAR BB BRIP4 PR AR K 2 TN L
i, R AR Z H) R 56 ZR R AN IK ERE B o ZK EAS N
i, TR U LA DG Rk B s D &
IKEME B 53CHR[13]M0E:, X FEAE K ENFE RS
AEZHAT, B TOKEDASfEME, H Ak Hh
YA B G ga st R, VAR T
BT SCARATHER, A UG Z BN TG gy, KED
(EPSRET/ WIS e

Behrooz MR T Ffrdet o i i of 55 SCAS (1)
R 5 509k o S OG22 777003 (OCR, optical
character recognition) B AR LA G H (1) AT
(HL, host line) (fi{5 %/ 3 4> add space 55 9 4>
normal space), AR5 IS8 IR AR, 7E
HL SEHRANBEIE R, FRIRAHLE A5 S (0 25 4
¥, i LA normal space B4 add space 177 3
kA2 Huffman g5 5 745 B o S HEIEE R
HL kA 4 bit £5 5L, AT NS L SCHRR[14] 55

2019208-2



459 9] SR rh SR R S B - 147 -

fH2 HL HAAmErE, AEE A KRS A
BB IR
2.1.2 ATEPAaHE M )

L8 SCAK B N VA LA, PLdT R
SCAAE BB AN TR E R A A =, 1 H.
AR AN, A REHKUE X T BN
YRJFSCA I B

T 3L AV ST B 4 SC A 7K B GV A A
FEEAR PR O N SEIL S PR BOX — B ff, $RH—
Tl B M 2 v () SUAR RGO BN o Sk D) S
AEUG T FRE, G R TR UG SR s N s
ARG A PRGBS, I
PO AEFT EVAT JE S A RS . JE TR, %5
TEAE RN B 21 UG I R 6 R, B TR
i RORAME IR IRE S, AT DRAIE 3 4R SO 7
T35 AR T BOAA, IR BHRAKED H 1. %
FEHA B AT I, (HIR AN EAE, HAH
PIRFIEAEAT BN fo A Fe e, AT RRE X IR B
PRSI A S BRAR

Tan SV BAAS PR G I E IR T, 3R H—
FhOR ARSI PTHT BN 0 SCAOK ERBE . VAR
H T UG A ) R 2 2 R TR AS R, I H S
BrieEE g (i, ), I A (1A X e s
IRAKEME R o o TR SR8 YOS iehs Jm T i
ANBE IR AT, 28 ] e 1) £ A R AE AN X
T A o 7K I ] 300 e A 0 B 455 28 1 e g 1)
FIBTHR A EERR(E S o 500 LA 17 28 1k i
AARN AL, AR SCHR[16]7K BN S IR AN 32 HoA
oy BRI R (P, EE AR RZECR, (A2
ISR AR XS PR HE

TR R SR R L, SO A
AR FEFEAAR, I HP AR 2 18] i BE B AR X O
RE TN B 5 FEAMRFEAAR . Rk, 7ER
G BN RE R, I 2 SR A A% B pR A 4
FRF R, A AHAR AT B 1) v FE O R AT BN
R E AR AR, ATTRRYE 2 MR AT
Fr FEAA OGN KERE o % SFIELE 2 DMERT
EUE IR 1 bit 55, IRASERISCER[17]1%, {H
FER I RO R T, RS A HAEPTHT
B s, J& A R SR A m I N 3 B

W AR IFAR R AR BBIIAE S, 2 CAE R
Bk SV (0 1 AR EE 7 5. TER A F AR 1%
ATRILH AR, B0 A5 R 1) R R AL

IXSGREAE S5 2 NIRTCVE BRI, 2t i oK &
LI S gt it . SuklRny, M8k 2
ARG B ME VT 4. OCR Kt SR AMER IR & T
PO, FE PR AT AT A 2 B — e FE )
PR
2.2 ETFXAEAHEZE

AR AR AN EMN T RN
DABEA R SO AL B3, f7fi, it £
ity e S IAE AT TR AT o T SCAHS 2 145 S8 B,
SVERH SCA RO 2 FRF g IE . SCARES
Feket N5 J 1 B AS
221 XUKIAZE

N T ITAENATR L SCA, AR RATRIE S B
SR SCAS, HRJE T AT . AT HERB . Bk
) J S o 3K e R A 2R SCAR (1) 7 AR A
ARG AE B AR E . B, e
AT RN B AT SCAS H R HE F ) EE 2 — B A5 R ik
N5 i

Low 25 T PR i AN T M g 51325 . 7
B gt 2 dig LI PR A PR A S, 72 AIRAS
ARSI ETRE T, B AR I A s A B s — e 1
PEES, IABHRAG S H W AT B ik A
5 BATHIAHES AT VE A S 24T . fEAE B S HATHT
P, ARG EAT ER B PR RFIRIRN 0 85 1.
TR IR TR/, TR EE ARt &
AR, HILFEEERR. 2 FhEESE UK eI
B R AR E 72, 75 5006 SCARAE b B (5 B4
W Z .

SCHR[20160E T IR, FEHEAT R ML
TR EA B A5 A AR BN EE . BIEE
AATAET7 M A gt T 5 7 W Ad AT R 9
e LSS 2 FhOTEMOLR BEORIEKEDDER
i, MREfE IR &, JF HASCH T OKEN I E 42
WG, A6 T BB AR A, HA At 1R 12k o

R 3 S A ) B P S5 0 R T — o o ) A 4
Bl FARAF IR . AR 75 A% 1 IR AR B
R SON SCAR R IR R AT TR) R AN B ) R A T I 4
LIPS EIEERTE £ e vy NPEA 5 T R AR P N i
FAEAT B AR AAL B AR 2 B R DR ok
222 FHGRA

F I I G 0 T R 3 G A T oE A
Plrb. O SR AR s () AR TE A
S s e M NI RS SR NS NS

2019208-3



. 148 - Wt % W

B fes ., A T 5O R B € P R R Bk
5B

Unicode 4 fid 84 & T K £ $0iE & 10 7475 4
T, R BET AT A B S 1 1 i g 7 5. 3
BR[2114 A Unicode fidh (1) 7 48 P4 B kR 2515 5. o
NG SOR T2 F - HERIY) Unicode 4iga& R,
R DA R L AR5 R A LA B
15 5 AN FFF Unicode i (A XS b 50
HRIFHOURN 15 P 0 AR A 05 P
BRI, WHESCE R 0 B a5 TR
LR ah — B PRI B ARAE, A EE R IR
PEEAT AR B IIRANAT B BRI SCA S —
ANFRFIFUG, A5 PR S M L = 45 47 T
U, K TCIESEE R AR S

R4 2200 T ik e 3R AT B UK B R
SECR A BANRE R S0 18, B — R K E
5, FFELLIAE NS> B AF1E R X bs B I RN
oo PEKENBREUR, BMESEER AA BIR, 764y
REAFIVER R, AR AT LR R IR I 844 Hh 3145
SEREMKENGE B, AR Tt

SCHR[21-22] 70 B2 H 1R B9 38 2 R P BRAS 275
T OGE A S  E WS VAT LI OF PR iR N
o SCHER23DK A gty e 2 g, LT
T 6 DU G 0 SRS B BB STk, SCAR R (K3
R T A ) 43 Dby AN T f ] A, A ] A A
F 4 AT G5 R 165, AR A A R
TN B ZFVEAX AR 1 @ A T 1B,
DR FLAT Bt O B v B, 4 AT RS
AN, IR 04

FRB MRS R E . T ANIRHER G i
X O AN BURGX 5 a5, XS P G AT
W B AD IR A K EME S, SRR — AT
KON 1 bit 15 8. Tang 200 FREE, @
S RS RSB M RGB 6 3 ANl ST AL
R RN AR L A Sk I R B it N 2 B S SR [24)
(1) 3 £ o ABTCFRFEE 8 PE g RS (1 SIS F T X
Bl e ZR B R N 3 s I S O R R G
f i 25 PR AR Kl B 1) e Ak

BRI SR F R AL, SR 1225 R
BAR PRI R A A D PRI T b, (HEH
CATHEN SO HUR BB AR, ST (1 4
WA AT WFF57, ASCIH Gihth 26 i i 43 AN T I,
FRAEIIZR 1 PR,

40 %
*1 ASCII BB ER 5 N A] FFF
Yiith X
0000 NUL
0001 SOH
0010 STX
0011 ETX

I _ER AT WF4F, Lin P01 —FhIE T
Hash pRECSANHT W ASCIT PR #1145 R B
ko GHEIEER “SOH” X— AW WWPEFF, B
KOy B I 25 o 0P IS 1R 43 BOCAR AT Hash
125, 4 Hash {85885 B LA, B0 0]
AT B o SCHR[27 AR 4 24 oK R B0 2 ik AL B o
TRVEAE R 0, AR AL E IS, A0,
NN “SOH” 4% ZFIEMIRARE I T2
BRI EUAE SCAS R SRR A B TR 2

FHLG T SCHR[26-27], SCHR[28]9 J& T A n WL
Fremt it 7y 5, $EHIET Unicode 4ifith (AN ] WL~
FEKEMR AN . 1Z B Unicode AN AT L7477 2
TP AL, TR 2 WS DU e N SCAR RN
WA THT. A THmLat, SR T 16 47
TR TCARILH o 707K AR AN BAR T A1) T4
BT, RV S50 25 AR I e SRR ) 4 S AN ]
LK ERGmAt, B N2 N (07K EPgi i &) 7 1K R,
iSRRI AR AR A B — 4T

I IR AU, SCIR[29]4¢ tH—Fh
[FTE AP 1 SCAK BN . A X 43 Unicode 4
T AN R ARG AR A (1) 245, AR B — 1 )
T RFR . F R T i, M i SeA
AT 2 I G kA A5 B o SR HOK B AS)
FHN PRIt , 5 g L VExT b, iR
IKEME B o LB 5 I AN ARy, (o
JEAKEN AR P 25, iR N4 B B A A
e, FKENASBERE TEHEHE I

HAl, x2S Rl % e, sy
FH AT AN AT W2 R R SE AN 7T X 43 S N5 B
N2 o SR, IXEeRy F Aok 22 £l FH T4 ktk
AR AR SCAR P IEAANA AR TR AN, TG
VST B RN o T G i e 1 ) L Rk B
%, AR ZHATREATEARN AL, DTSSR
() R N5l 2 ey T T SO R B R R
223 AKX

ARSI N2 R CH L SORS A% 20 46

2019208-4



%9

PR P @ N S 0] e i © 149 -

word. pdf. xml &5), FH SCAHE AR5 S5
TERF AR SO S AR R s . 2
SEAL S A A AT 8 AR NS S, Bl
FIFHSCAAS X B 5 R R 1 A5

SCHR[30] 70 #T word SCAS IR 2548, 45—
i word SCRY 2 ) Fh 5 i S5 M5 . IR AT 5
S5 JE M o S AL . VAR word SCRN A
2 ARAT A TR AN, AT ZE ST SR =
e 75 TR AT B AR a2 o SR AN R iR AS 1) word
SO P R S5 AN AR ], DRt R A S S A
FHIET word SCRSA% A0 2RI A A BN —2

SCHR[3 TG — R ] pdf SCR4S5H R A K ED
M5V o 2SR pdf SCRAT RFRIRFFAS IR 1)
FERME, SRECE X5 R P RAT AT R bR R AT,
KB B AT KRR RSF & 5, AT )42
IRAKEME B o xEERIRBUCARE B SGhE, B
R b AR VAR R 4 5 AN SCRY K0S, DRI fig
BUirhigh Bt

SCHR[3214E H P AE xml SRS H A /K B 14
o ZEVEAE xml SCRY SR TR T R — B IR bR A
(R 56 I HE B AN 5 W) SCAS P 25 S 7R TRVARE Rt B AN
A |2 k5 [l — IR (AR 2 AT A& S HEA, Fa i
EAE DGRBS HA Z MBI N O R,  8 mag
PR EICSE AR AR D BN SR, A AR
FRY S e AR 2 I B () e

Ht el 0L, BT SeAKE S EET . word.
pdf. xml SCRYHE ) P 45 1) R IR S P >k R A5
B BRI AT O B G, HRAR S
MBS . ARTT, R BEIE DU X S —F5 i U
2B R 8 WA (1) SCR R vk, RS B AT H
PEo bAh, IXREIVERANGE B2 G, nlReD R S
KA, Gy E MR 7R SR
TR P 36 T SCAS A X )45 R BB FH v, mp DAAE
GO A B R Rk AT AT KRR L 1 S
JGTRFFAAR
23 ETXAHNBHEZX

T SCAS N 25 045 S5 B ek 50925 T i 4 A SOAR
W2, $290 SCAR N RRFE, F1E G0 I SRR R R
57 BRI 2R R BUAF R 48 32 2430 RV,
XS KA H AR E 5 A R4 R I R 2 SCAS N AT
G LAY, LT SO N AR B A A
MR SCATE X (BAME AN ) BRI R,
RS B (BN SO R IURAIE ) REf L

Hh BB 15 B AR I ORI 25 5, T
SCAR P45 1) SCAAR S RS2 23 R i VA I
s BT W5 T DOBRRHER) k. o,
FE TR 7 VRN TR R 71 DL A ARE S Ak
PRI SCH, T T POBERHE B 5 ER  DOE
FE RGBT SEE T SR B HE I Bk
PE, ARk NI R n] DU 2 K B To A R RN
Jrike

231 AFiEEFE

BT RIS B R B AR UL B ARG 5 B VA 4
R AR, R Ay RRE R AROBEOC R, B AR
e CanE3NBRES) . BRI INE) SEEER,
&SR ANFBEAE

SCHR[33]CABGE Byl “ )7 IR, 2
— P TR AR R B S B . BRSO R
T I FHIRA S ARSI SR R T T,
DAIE s B A e < i 707 RN 1 bit (5 8. 1%
SRR SRR S “ )7 A IakdE, B
B REE. (U2, HRARREA R, BEUSH
ARG EEE

SCHR[34TEE T — PPl T A1) K2 SCAAE B
ek o IR EVE DA SR )1 IS T, X h)
FATA) A e, I SR ) R BE IR AN K B
B AT REHPTI N, MIBR. AU TR SO
Boihi, FERRAAL BT IER . AEFREUKET I 5
N T BEENUH], AR5 o

SCHR[35]45 SCA P AN ) 1 P 5, R
o SCAS RN LR AR, 8 BTN T
T o B )RR T 508 BE I ) A O SCAR I
B $EIRE AR S RKEME R, K
LR =TI AUENLA,  SEBISCAR 9 25 SRR
232 ATiELTG.

BT VBRI SUARAE BB Ve — O e ) 1
NIRRT D, DA, Bl 5 ) 2 A X A
Ko FET5 AR BB 4140 T SCA P 3 TR
J, M3 2 TN AR i SO R B 2 B i
T AT AR 0 [R) SR A 3 T [ S R e ) B
TR AR AN o 1SR T R i R ]
F RFIR] SR EE P B 1) SCIREEAT S, EAN AR 1)
TSR, I R S R AH L e R S

Chiang 2 P706e 31 i) SR e 10 7 ik T
SCCAS o K EIAE RN I A2 A FH IRk 4 B 18 e 1k
BUG GH R, FRIEEE ) 75 ZE08 e 1 )

2019208-5



+ 150 « ST =S

40 %

e RERIBATE AR, HNE SGE R BB 1 bit
5B SR A B ) AN m ke A b e A
[F) 1 AN 2 G 3 ) 1 H B S i

SCHR[38]4& H — et 1) v S [m) S ] A S
BRI IR SCIRf i AR ) S50 [) SCin]
oK. FFSCRJE T 58l s, W E B e
FE T AT I, T FFERIE 17 1>k ) i
R AR T EUGRZE, AR R SR
THEL R GR g M2, 2R )G, SIkmik
HR I G R )R] i), BRI 4 fS () SUR LR RE .

N T DA R SO e A R, 2R B
3905 SUT TR SR PN AR, SR LT SR R
LN B ME K BN . SRR SR A HE )
vk F R CCARPACER & —Li4i1]), $EE
B R R DL A R g [ S R . AR SE A A
T A [A) SO B SO A4 R, s I KA
Eo T, EER] SORAE TR R SCRC BR A I 1 [R)
SR A B K (1) ]

Chang 25OV ot 7] S| #4814 B 4 il 7 R
[F) SCIRIBRAE SIS, o (] SCAa) A5 4 SRk Hh Y R e
Hbo o, NI B, R RENE R 5
TFI4) n-gram FSERYGBRAE Y 0] (1) [F] SCn], 2 JExt [F]
SCAERAAT VRN, AT i ) SR 4/ (R B ok
T, A B EAR, ) SGRE A BT R, 3]
5z s sE . AT A B, A HIEA
[F) [7] Sl N () SEAN TR IR i — 380, AT 1 1R S
) AN — B AR ] 3 B S i)

SCRR[41-42] M5 B RE &, FIRME B wid Ty
ERRE R SGRIRAN LR o SCER[41]3e0E T — e T4
B 1 ) SO 4 071 . SCHR[421/E R R 215 S Tk
NHT, JCHHRRIESE (LZW, lempel ziv welch) 5%
XIRAEAT DRAR . s B 4 fa AN
AR AR 5, [FIFERAA SCA RERS B 2 1M

HHT, (7] SOl i b 5 SRR 2 B G NS
SV T o AR, S AR B,
SR T R Bl DX (10 I TR 28 ik 8 S0 B SR T B )
SRV R S

SCHR[43 148 FHARIBY (CSCARER/SCAS b ] 1] At
Hrr)r5) BSCESCATE SRS BB Bk
Dy iAe S RN S W IR 8/ S ST ]
27 i i I A N 5 =7 = £ S A N =B -
AN SO PP RNAE R E . e
FhEAT B LA A SEAC AT, AR 40 iU 5 P 4L )

TERIR, RS BB A SCAR AR 1) Wain], 1@
LB VE G R BR 28 52 A B ISR 8 8 I 1R A 1] 43 i
AN AR T T TR Y S SCAR TR L DG R
FHSCAR RN TR B AR B A 1], A SO AR R
A5 B ] T R B S L s 4 e

SCARTCE AR UIBAEAS BN IRE),  HAG ks
G BRI R A R R 2 e S Bk T, L b —
{8 NG N U SN SV R /T N K O (S
Rk (R 15 D), Al TR IR 7 VA ] e Sy
KAERIEAE TR . DEMEGEHEL R Ak
flids, AT R B A
233 A FRGEHAET &

DOBC - AA P EREE, BAJLTHERERD
So THI 1) DU R SCAAE BB E R DL 5%
DOEPRE . DU DU ARG SR SR
P R AN 2545 L o

Sun 2R L0 55 1R K B RN S
ZAEAE (fF BACHEH] GB13000.1 FRFEEI T
PERRNEY 78 ST AR 6 Fhas i gity, a3
fime 3o, A B RRDUEIIFEAR TS, v £oR
IR, ud FoR R4k, we RontL g5,
lu R/ L5, 1d RoR A R 8, ru Kondr b4
R, BB 5 T e — B bR iR RN
A BLEH—ANBRE AN IEA 55 4% ] 6 P 3 (Rl g5 i 21 &
M. SR AT 224 G5 R AR R
RN . KK ERE B 1B, e 2 hE
558 AR AN KBS S HTER R, IR SCA s
AN BRI DA A G, IR aKg L5
g ORI B A4 850 BRI N
0 bit, [FIFFHTEESHNZN T W T SCE e A
F R LA N 1 bit, IS AR % TRl e A
o5t EE LRRE KR N1k, %5
AT 6 B g5k rf i) —Hh, SRR GE
12 BT SCA R A A SRR

AY
A
A
P (=]
. 5]
AlrB AudB AweB
A B I A
—— B A B
AluB AldB AruB X‘

B3 BT 6 Bl ) gt

2019208-6



459 9] SR rh SR R S B <151

Wang ZEWIET FREE, 785U ] 26 45
SRR NS SR E R B S T BN S5
DT, AL T SCHR[44]RIFE I — 0 SCAS,  JKER 1)k
AF BRI S AMUntt, ZERIE5I N T nli
RN SR, BIE/K R AR S, B SCAK
IH T AORFFBRRE, MoK ENfE D e, 3idAhe
et AR .

Fei ZUWURN Y F2H MBS, - Fh
T 28T M SCCAKENE . BRI AR 2
A2 5 F D AN BCS DOE P A RO o -+
551 | P /e X (VA i1 2y IR v v | R 1 2
G — 2 B P NS HPEE E RN
[ 1 8 o7 —BEHIEL . KP4 16 bit 2R 5 Ak
—ZH 16 bit £, KX EE AKENME B 7. B
SRALTEAE 2 N2 -2 ] LUK 16 bit 2,
IR BN, (FURHAEHRPTCA Z E A 4i A IR
B LRI .

SCHR[47]48 H —Fi Al DOEPE & 75 3 BERF AL
ERKEI A SN S B S, St
AN IS EME G5RE BB S EH 2R
VERZIKED, 4 HR e 1) B {ELIE B 70 Ui
YEA P B BOK BN (2658, KBTS %8 —iie
TRAE o T SR BUR R IEA O T3 Dl
Prer, DIREERRS e = .

SCHR[48]42 H —Fh I T 28 1 1) SCAAE BB
I o X SCPCA I A A S AT AT DL
8 LN Fi % o SIELL 8 P FMIKARL, 4t
0 W S Y o A SYTHTE 4 O A (v e 1 | TR AT
A oh 16 A7 ik, AWK — A Unicode 2t
HIDCFARNIL A o ZBVE I RN B B TS0
8 ZE PR, HARMEHCPTN SCAH 8 2B
F AT Bt

SCHR[49] 4 H — b I T 28 i 11 vh SCSCARE /K ED
ke REVEG UV SUAR PRSP IR,
16 HHARURE B i (L7 o K I 00 1) 28 1 B3R A S
APFFE 5 KBS BT 5. 4R
FUPRE M, A% B =T D RS

PINH M S POV L7 (A R R R
MG, &t —MhBE TR i v SO B R
SVEAT W 77 ZEA g — AN B AR B (1) 7 L, i
AT AT 3 i 4 g b 1 — A S S B RK -
1) fRjERR R A SO I A T e, AR A
Ry BRSOk S e, frREE S 0 )

DRAFIRIARTANAZ, D 1 DU P PR S5 A f g
Ty AR PAETIR, MRFFAZE. 2) &
RO R B L A KA R 4L, K
BEAL R HHCE R Nk D, B e D AN
Ja TRAR o AZTTE— T LURA Z A ek,
FLES MRS GS o 3) HE TR bk HLRtisE®
FREHIRA Z A HURHE R SCHR[43150E FTIEH] 3
TR 4 7 0 (R — Tl BEE Ll Y- A A RN
T 5 B Z TR o I o

S PUBFFIE A5 SRS, Toig i AT
T S5 DU DS A AR RN K B
Ly I A AT SRR R 3 22 /K B S R A
4, HRRETE P RAFEONRUE MDUEFFIE. I, 1%
FRELR B B e W ] 1 SCOCAR B R, B
—E IO AN 5

3 MEHEEXL

AR SCAEVE A A 21 SO AR S B A (R 2 it 2
s BRI IR, IR 2 P
iR WR2 T, SOME BFEAEAR S
R PO SCAS Ji 1 e S R RN E D R AT
Z5t, BARHTWE.

) FEFICRBIMRMAE

IR 2 LOSOAS BB AT A B 5 R BL K B 1A
Ve RN B, B R S R R I Ge
REEREE R WHIRI N Y & B, T
FH T R IR N SRS R e P 5 ey T Tl SO
IRASRE . 1ZRAE K Z X B A U, — B2 5
WA, R R RO 32 21 B

2) HET ARSI

ZREE HATWEUB N 5, AN ) R ER
%, AEMF KB IR b RO B MR
AFFRERIRA R AR 225, H 280
SRS m kst o B, BT gmhd i Sk
LRI 1 bit Ji 22212224200 U 2 g i g
JEFGRILE, By R L ey, 5
AT AR 7 IR i) DR R A2 i (2, %
FERE S A5 gih 5 AR Fe SO
LR 'G5 o S 07eR 1 STWE B N N SN )
A SRR 1AL, BECCRRIEE LS
US4 G B 1 SR A AR B L 9 TR N 7 2 )
(RI7P ) o AR, e T SCARE R EAAE S A
FOCRAEN], BESELS MBI i 7

2019208-7



+152 - m s ¥ 40 4
%2 XAERREE AN
e TR SCHR JR B i UNI Jri B
Ding %1% MMM, AR B TRARA R W T RACERE I, B2
FEILIR IE % it £ b it 7K B SUAATHL i, Fafgdz
A Kim 250 SCAREBAT T E T AT 1 bit e R I P R A R, IR
7 BRI HE %, Fafgrkz
Sk BRBIAD R GO GBI — TR 1 bit TR ET R 2
4114 Behrooz %1 Wit 55 SCA I HL 41 —> HL Hk A 4 bit HL FIEARRE, EHKIOR
Sk T ATEM LA R, B AN R 1 bit SRR, TR
JR—— RECSUb T NINE S Juy A A
o Tan 2017 VAT MG 0 T e 2 e —ASEE IR 1 bit G5 BB el W ity
) AHAR A7 B IR AR T v W RARR R ORI 2 AFOS 1R P IR AR AR I - B AL, TEik
FHHRA 1 bit HEHT OCR Kt
A Low 211 T FRBRG. TBmIL PHEN — AN s AT RN 1 bit U FAEEKED
i 0] FRE G AT B A 4 A PEBE ) —AN B B — 4TI\ 1 bt FRAR BRI B s ik N 2
fif N JET Unicode AR 1% 5 FEAFIFRN 1 bit TR L AR BRI, K ENFR A
TR %=
fili ) 4T Unicode % i 75 {81 FEASFIRN 1 bit W& I T Unicode %l 575
FRUALSES) R A I T R BEAMAHRA 2 bit il IR IR
) B 224 A AT W ) S A RFAFHRA 1 bit BRI, RN A
- o Tang %] %f%ﬁ%?EﬁR&wﬁ BT 3 bit (ST
‘%ﬂm TR 3%@@%&%&@
o Liu %52 FF AT WL ASCIL F A %t AFA B 1 bit A BENE
HOEHIS TR ASCI TR 55 A R B 5 4k TSRS 7
FRHOE AR G
HEFAEE BT Unicode 4ifBIMIANTT WFAT RN T 2 bit Z BT i gy 2
N
Stefano 2% LT Unicode %% 7l % 5 [RITEFAFIRA 1 bit TRk iR 2
Wit word SCRYH ARAE TR RS B SRR RIS A MAX  SUH T4 R word SCRY
LR Zhong 2P pdf SCRATHARUVGARZARMIEYE  REATHRA 1 bit AT pdf 3RS
Yang 2% xml SRS FRIE I HES 4 A L AR R A A B K T xml SCRY
T B B g b B 1 Bl —A “If” FHRN 1 bit I HT AT R IR
Lﬁ& Meng %54 A A ks ) K BT REERAN 1 bit TSRS, IRAFA
Meng 4530 PFEA) TR K B K EN Y B 1 BeE K A7 LB A FH 1] (1 52 1)
Chiang %57 1 XLl e SRR TR bt HERA. BEERRRYRS
B
Hol s i 2 HH 38 A 4 b S IR) ] I T 17 1] G b 457 TR S 4 Mk
s L T A LB N 1B B | IR T A g H 5 R) S JCVEARPUIR] X B 4 Kt
M T g ] S LR
ik Chang 21 S5 [f) SURI P S TS B iy BT IR A 4 gy 3 TCIEHRHL IR S & e iy
Wyt FETRE R i Bt 1 [R) SCn] B 46 IR T B 2 ) 2 % TR S 4 Mk
Wu 2142 HTF LZW [R r # Ik LZW 3% TCRARPR SR B B ol
%ﬁ¥$ Zhang % B B G B SR B LR RN, REAZIR U, FOlfE IR
Wz Sun M LT AT RIS S AAHITERON Lot GO 2 G R
Bk B Bt
Wang 2590 e Ay TR G T LT ERSERNT TVEAP BN A ST
Pror el G T i # 1 bit s B Bk
Fei £zl TN FELET FHAR 2 A2 AR 16 bit TR 2 MR &
Tty
HTWE Zhu 97 FET DRI TR O BT A s A XESCAR N AR MBR. B RAl
FEAE 71 TKEP IR A 4 55

Tang 2514

Liu %)

FNFT R

LA 8 Sl P RE LR A

RN Tk (RN IWIRFS

B iR AR T

FFAS 8 P FHR 16 bit

TR T A R 2 I 5 1A B AEL

IR T ISR A TT 5

FCIFARTON 8 Em P A I MR
Bt
FEIFARPOS DU IO R e
Yoty
FRERIERAR I VAT A ERPNIIN
MR B Bt

2019208-8



%9

PR P @ N S 0] e i © 153«

3) HT AWML

R REBLTL DB SOCA R SO AR
T, WRUSCR WAL L o X BSOSO A A
BRGSO, BRI
RS R R (PG PN 2 & R R/N Y SN BN E R
X SCARTEAT 733, A B AR TE 5 AL BRI B A1)
T WS EBON 2T R R, T
DOERHE M R by b B 5, T LAY 2%
BT FARTE S 08T, IF HARHUK SO L RE
g P TR K e, S bt oI R T
W WL, IEREDOGERIEI SR, RS AR
Sy Z BN SCR NI IR, B feddti. xee
Wy EUR Az e 5 7™ H 5 W) Gk £ 6 £ HDC ) 05
Mo P, O THRESNER e SRR,
SRR R, B RERFA BSOS
BRSO — Bk, 2 ] RE M2 SOAS Ry
fit, AEHARANZ A S BN ER G

K2 M D T AN FISESCAE B RSk
FEARBTB i e ) BRI He T SORBIR M EE b
PG 7 ML e 0 55, (B REME IR T SCAR 2R it
Bkt o BT 7 A5Gty 5 SOAAS A B SCA A 7%
(1 52 ey BAT B (R, (B AR MEARDTSCAAS
Ao BT 3O N B ISR BATIR 9 R TE 7=
53K ABGR I E ST, AR SCAR A IR
RSP EIN ST A EYS

4 IR B RY R3OS B RS AY (B R
KRR IE

g, DU BLK b SCCAE BRI 2847
FELL R LA T2 ) L

1) AR

SCASTR RN 3 5 T2 3 P g 1 DS 38 R A «
SCABARTUR A D WHF0E B AR TR S
12, HEEAT AE SR K 7 A LA SR A K ED
FIK, AR AAEZK BB (1) I RE #8225 LR iR N\ 7
R A2 I RS U I B E AR S
FIX L [ UK 2 IR A SR AT IR R, A
13 SR B IRA BN

2) fefedties

CAH AR RS, R A w2 Mk
HAI— 208 110 UL LA 2 SO B R %
TG OIS SRR PO . SO AR 20 42
LRI OL T, B R E T2 o8 S PR e 4 i

S/

3) POELR

WLF RS, 26 ANFRER LT
o MR, R R N 1T A%
o A7 RG-S DOER IR A B IS, &
ZOPUF MBS 5740 TR S M REA T
NERNGG, A ReRIEIEIRANSM. 5T
DOEELAE SC BOAE, il ZE A DGE )1
&Ko) 5 1] TR MRS )

4) SN

MEA TR 73 I R, FERE PR
AR IUAEA 15 5 (115 R B2 i S vE A e L
A, ERIMER R SO I ENE, A UK
E R SRS SR, ZEABER SO 2y
ENRTE, SEHIR TSR WAL . 530
BB SO SR ESA LR 171k
AL, AFRZGNTTEA LT TSR B .
PRI, A R SCSCANA R A e T PR 5 i
3R IPET A0

FHR M, AR SRAII AT FE P T R 58 LA
NI EST

1) R EH SRR A=

{2 BBk A B A2 R S ST AR A OQTE I ) AL
AT AE SCATCAR 2B TR T AT R AR ARl 2R
FLIAAE T, R ATREMAN B 2 145 B2 0T 9T 1 &
Ko R T ICAREURIM S, BRATHFAL 5 ST AL AL,
A LAEE 2B A5 7 AT R T . AL A2
SERFER Y, X SRR BB R o B 45
W ARG SCATCAR S A AN A2 [V T, W] AAE SC
A GHEE 2 AERIUR RN, BRI AR
SCAR AR SO R A A, AT RN (R ARG 7
o AN, RSO BRI R P 5 N S A G i 1)
JIER NG BAREE, gl D it A5 B e B AT 2
8], PR AR . IXEEHR L AR AR 5 BB A
RN LB MBI T

2) HsRAe et

SRR M H RS R IR G B 7e 8k, —
AN R BB A e BAT R R . #E5R
[ SN/ AN AP ST Y .l WD I Y 11 24 G Ep R ]
(ESY SNV CIVNIES INEe 5 € tE TR Tid
HU o TR BEARIAR S g Ao Un i, Ni%
INSREERCEERTTT. I8, R )75 S o8k
(5 BB 4551, TAMB SO BRI

2019208-9



154 « w

Ejd 40 %

K BEERHRAE BRSO SCREIR . SCRNE
AT bR, B3 L AR LA P RHIRAE S 1
BWARBATIE S, AR CRAIE BRSSP TR B
S AL,

3) FEHDLERF

DOEAETEIRE M 1 RIE EEE 2R, HIL
T B BTSSR AU B
JER SRR F T T R B 2%, okl LU T A
XU S REAUT TR L, BN 78 2 2 A DU
WA S DUPHIORAE, R SRR T 20K
N R IS o XFTCF iS S R IR, Tl 5E g
WRIN D5 ik, 27V B AR SR AR BE DU (K R 2 e
FEo BEAh, BT AR MU R R
AT AR Y, 38702 o S S B R 7 1
ERETT 1A

4) Bevhi PRk

LB AN S A FR IR N, 5
PR TIRA G i WAL SR U S N EIE S R P 1 51
HMERE TR AR SR I AT e 2 BN 9%V £ 05 i
R PR, AR 2 PR Ok, AR E Y
P LB F S, B A 2 AR IR S I
G5k BRSO SRR EARPE LSS &
TRNAR RAESCAR AR 58 i, erll Baei 5 6 B &
PO . BeAh, nT LA F RS s
% BOr s s R R 2 U B A
A7 o (RO BT, LA A LA AR PR A R A
B SCAAR L REHUA e KR U R e G A0 T P Sk
W LIS — 2 E R, A SO BT 58 ik
s arigit— Kb

5 ZRiE

WA AATH0ME B2 RN g, Ak, K
JEANAS NAE 9 2% Hh A% 38 SCAS AR RN 24 2 SR AR R
WA 22 Al SRS BB E 2512
oG, HAHSCI BB AT S 2ta T 50 3% 5 ik,
RF RS A K BN S5 e 1 187 0, AT 5 4 g
X SCSCATRAE I 2 A )

S K

(1] RV, 2T BRI E AR LRIR ). TGRS A e,
2015(3): 13-15.
LIU Z T. Summary of the research based on information hiding tech-
nique[J]. Industrial Instrumentation & Automation, 2015(3): 13-15.

2] BREUR, weik, BRI, & Bl SRk IS s UL ).

TEAE 24K, 2011, 32(6): 177-183.

CHEN W B, YANG G B, CHEN R C, et al. Digital video passive
forensics for its authenticity and source[J]. Journal on Communica-
tions, 2011, 32(6): 177-183.

[3] &F)a, Mil, (gl BT SO WA IEC K NS s v Se Bl ).
TN TR S YT, 2008, 29(5): 1299-1302.

SHU H, YANG C, HE W. Design and implementation of digital wa-
termarking algorithm based on text[J]. Computer Engineering and De-
sign, 2008, 29(5): 1299-1302.

[4] FENG B, WANG Z H, WANG D, et al. A novel, reversible, Chinese
text information hiding scheme based on lookalike traditional and sim-
plified Chinese characters[J]. KSII Transactions on Internet & Infor-
mation Systems, 2014, 8(1): 269-281.

[S] KAMARUDDIN N S, KAMSIN A, POR LY, et al. A review of text
watermarking: theory, methods and applications[J]. IEEE Access,
2018, 6(1): 8011-8028.

[6] AT, R, Lk b5 R SO Es A i T i SCA K EN S
I A B AR, 2015, 29(4): 151-158.

LIN X J, TANG X H, WANG J. A reversible text watermarking algo-
rithm based on coding and synonymy substitution[J]. Journal of Chi-
nese Information Processing, 2015, 29(4): 151-158.

(7] MW, fRIE4, MO, 5. Hev nf PG R IBGIE[]. AR 1),
2014, 35(4): 155-165.

FENG C H, XU Z Q, ZHENG X H, et al. Digital visual media foren-
sics[J]. Journal on Communications, 2014, 35(4): 155-165.

[8] JALIL Z, MIRZA A M, JABEEN H. Word length based ze-
ro-watermarking algorithm for tamper detection in text documents[C]//
International Conference on Computer Engineering & Technology.
1EEE, 2010: 378-382.

[91 F4KZE, W, "o, SO E BRI EERT T[], B A5,
2004, 25(12): 97-101.

ZHOU J J, YANG Z, NIU X X. Research on the detecting algorithm of
text document information hiding[J]. Journal on Communications,
2004, 25(12): 97-101.

[10] MILADT A, LIQ, HOU J. Modern text hiding, text steganalysis, and
applications: a comparative analysis[J]. Entropy, 2019, 21(4): 355.

(1] #HER, a1 SR GBSO K EIRTFE[]. Tk
ML, 2013, 26(3): 65-66.

CHU Y J, ZHANG Y H. Study on document watermarking using
block-patterns for text images[J]. Industrial Control Computer, 2013,
26(3): 65-66.

[12] DING H, HONG Y. Interword distance changes represented by sine
waves for watermarking text images[J]. IEEE Transactions on Circuits
and Systems for Video Technology, 2002, 11(12): 1237-1245.

[13] KIM'Y W, OH I S. Watermarking text document images using edge

direction histograms[J]. Pattern Recognition Letters, 2004, 25(11):

1243-1251.

BURBH, PhARER, ABWOk, 5. BLT AR IV T R 0 SCAR K ER

B THEHL T, 2008, 28(12): 3175-3178.

ZHAO XY, SUNJY, LI L L, et al. Watermarking of text images using

character step edge adjustment[J]. Computer Application, 2008, 28(12):

3175-3178.

[15] BEHROOZ K, BEHNAM K, BAHMAN K, et al. A new method for
pdf steganography in justified texts[J]. Journal of Information Security
and Applications, 2019, (45): 61-70.

[16] JT3C&, Zhele, Mol 58 HTE SIBERR SCAKENFIE]. WfE

[14

2019208-10



%9

SR rh SR R S B

* 155~

[17]

(18]

(19]

(20]

(21]

[22]

[23]

[24]

(23]

[26]

(27]

(28]

241, 2008, 29(10): 183-190.

QI W F, LI X L, YANG B, et al. Document watermarking scheme for
information tracking[J]. Journal on Communications, 2008, 29(10):
183-190.

TAN L N, SUN X, SUN G. Print-scan resilient text image watermark-
ing based on stroke direction modulation for Chinese document au-
thentication[J]. Radio engineering, 2012, 21(1): 170-181.

WL Wk, WAL T SO AR R T B R AR ED
B[] AERTHEHL R AE 4 4R, 2015, 38(s1): 58-62.

LEI M, YANG Y, HU R X. A print resilient watermark scheme based
on character complexity[J]. Journal of Beijing University of Posts and
Telecommunications, 2015, 38(s1): 58-62.

LOW S H, MAXEMCHUK N F, BRASSIL J T, et al. Document
marking and identification using both line and word shifting[C]//
Infocom 95 Fourteenth Joint Conference of the IEEE Computer &
Communications Societies Bringing Information to People. IEEE,
1995: 853-860.

Wi, B, B TAT R AR AR I I A SO K EVEOR [T,
P22 W HL 22 B 244, 2006, 11(3): 101-105.

YANG J, ZHANG M R. Document marking technique based on both
line and word shifting[J]. Journal of Xi'an University of Posts and
Telecommunications, 2006, 11(3): 101-105.

fI5%. BT54F Unicode 2 it 73 8 1L 0 SCAS R BT 5[]
it LA, 2008, 24(12): 66.

FU B. Research on text information hiding algorithms based on
Unicode coding parity[J]. Fujian Computer, 2008, 24(12): 66.

Whgk, J7 5. HTF4F Unicode AR MPEIIET-/K BN 5 SEBE[J].
TN 5 KR, 2010, 20(8): 176-179.

LU L, FANG Y. Design and implementation of digital watermark
based on parity of Unicode[J]. Computer Technology & Development,
2010, 20(8): 176-179.

TRUEAL, XUFE, U, S BT A B BT G I I SO BB
BRI, TN, 2010, 36(7): 150-152.

ZHANG H L, LIU D, WEN X Q, et al. Text information hiding algo-
rithm based on Chinese characters coding in words platform[J]. Com-
puter Engineering, 2010, 36(7): 150-152.

XBE, INEW, IR, BT AR IR SRR K NS ]. o
HHLTHE, 2005, 31(15): 129-131.

LIU H, SUN X M, LIU J B. Color-based watermarking algorithm for
text documents[J]. Computer Engineering, 2005, 31(15): 129-131.
TANG X, CHEN M. Design and implementation of information hiding
system based on RGB[C]// International Conference on Consumer
Electronics. IEEE, 2013: 217-220.

LIU F, LUO P, MA Z, et al. Security secret information hiding based
on hash function and invisible ASCII characters replacement[C]//

Trustcom/bigdatase/ispa. IEEE, 2016: 1963-1969.

BOEH], PR, B AN AR A R BRI IE I ).

PPN 5 84, 2016, 33(4): 277-280.

CUI G M, HONG X, YUAN X, et al. Research on information hiding
based on invisible characters replacement [J]. Computer Applications
& Software, 2016, 33(4): 277-280.

KT, FTH, BE. TR SCAK NS [I]. Bt
BT R CASRBRERD |, 2017, 41(4): 405-411.

[29

[30

[31

(32

133

[34

[35

[36

[37

[38

[39

[40

[41

]

]

]

]

]

]

]

]

]

2019208-11

ZHANG Z Y, L1 Q M, QI Y. Text watermarking design based on in-
visible characters[J]. Journal of Nanjing University of Science and
Technology, 2017, 41(4): 405-411.

STEFANO G R, FLAVIO B, DANILO M. Content-preserving text
watermarking through Unicode homoglyph substitution[C]//. Interna-
tional Database Engineering & Applications Symposium. ACM, 2016:
97-104.

HtEw], S JET Word SCRSRIEHEERIT VAN, VHEANATS
A, 2015, 32(5): 314-318.

YANG D M, GUO S. Data hiding method based on word document[J].
Computer Applications and Software, 2015, 32(5): 314-318.

ZHONG Z Y, GUO Y H, XU G A. Digital watermarking algorithm
based on structure of PDF document[J]. Journal of Computer Applica-
tions, 2012, 32(10): 2776-2778.

YANG J. Algorithm of XML document information hiding based on
equal element[C]// International Conference on Computer Science &
Information Technology. IEEE, 2010: 250-253.

B, PNEW], ARRBC TR AR B AT S R R R
WS HRHLTAR S R, 2006, 42(3): 158-160.

ZHAO M Z, SUN X M, XIANG H Z. Research on the Chinese text
steganography based on the modification of the empty word[J]. Com-
puter Engineering and Application, 2006, 42(3): 158-160.

MENG Y J, GUO X P, ZHANG W, et al. Text watermarking algorithm
based on sentence length[J]. Computer Engineering and Applications,
2007, 43(32): 52-54.

MENG Y J, GUO T, GUO Z H. Chinese text zero-watermark based on
sentence’s entropy[C]// International Conference on Multimedia
Technology. 2010: 1-4.

IR, ok, HLOAT. BT A SCARRGE A HENLRSE
M.H, 2006, 15(6): 91-94.

XU Y H, YANG Y, NIU X X. Text steganography based on
sementic[J]. Application of Computer System, 2006, 15(6):91-94.
CHIANG Y L, CHANG L P, HSIEH W T, et al. Natural language
watermarking using semantic substitution for Chinese text[C]// Digital
Watermarking, Second International Workshop. DBLP, 2003: 192-140.
Hul, PO, R, — Pt i3k 1 7 SCial B 4 i) rp SCSCAA
BRGRTIAD]. AR MR RA R RER), 2007, 37(s1): 137-140.
GAN C, SUN X M, LIU Y L. Improved steganographic algorithm
based on synonymy substitution for Chinese text[J]. Journal of South-
east University (Natural Science Edition), 2007, 37(s1): 137-140.
LARYE, WRF B, . R T IOREEARRRMOKENEED]. A
AR, 2010, 36(9): 1250-1256.

JIANG C X, CHEN X W, LI Z. Robust text watermarking based on
significant components[J]. Acta Automatica Sinica, 2010, 36(9):
1250-1256.

CHANG C Y, CLARK S. Practical linguistic steganography using
contextual synonym substitution and vertex color coding[C]// The
2010 Conference on Empirical Methods in Natural Language Pro-
cessing. ACM, 2010: 1194-1203.

Wi, ZF0, T 25, kT RE I Gt A ¢ 7] S B e
TSN ZE, 2015, 36(6): 1296-1300.

YANG X, LI F, XIANG L Y. Synonym substitution-based
steganographic algorithm with matrix coding[J]. Journal of Chinese
Mini-Micro Computer Systems, 2015, 36(6): 1296-1300.

BEED. S



° 156«

R

40 %

[42] WU W S, XIANG L Y, WANG W. A synonym substitution-based
steganography using LZW compression algorithm[J]. Revista De La
Facultad De Ingenieria, 2017, 32(1): 763-770.

[43] ZHANG J J, WANG L C, LIN H J. Coverless text information hiding
method based on the rank map[J]. Journal of Internet Technology,
2017, 18(2): 127-434.

[44] SUN X M, LUO G, HUANG H J. Component-based digital water-
marking of Chinese texts[C]// International Conference on Information
Security. ACM, 2004: 76-81.

[45] WANG Z H, CHANG C C, LIN C C, et al. A reversible information
hiding scheme using left-right and up-down Chinese character represen-
tation[J]. Journal of Systems and Software, 2009, 82(8): 1362-1369.

[46] FEI W B, TANG X H. A Chinese text watermark algorithm based on
polyphone[C]// Cross Strait Quad-regional Radio Science & Wireless
Technology Conference. IEEE, 2011: 1215-1218.

[47] ZHU P, XIANG G, SONG W, et al. A text zero-watermarking algo-
rithm based on Chinese phonetic alphabets[J]. Wuhan University
Journal of Natural Sciences, 2016, 21(4): 277-282.

[48] TANG X H, WANG L N. Text watermarking algorithm based on the
stroke of Chinese characters[C]// International Conference on Multi-
media Technology. IEEE, 2011: 794-796.

[49] LIU J, PAN J S. Text zero-watermark based on using strokes of Chi-
nese characters[J]. Computer Engineering & Applications, 2013, 49(9):
99-101.

[50] WM, dofl, BoaIAE. BTk v SOfs RURREVELT]. V5L
TREE it 2013, 34(9): 3063-3067
SUN X M, MENG P, HUANG L S. Chinese text steganography based
on character forms[J]. Computer Engineering & Design, 2013, 34(9) :
3063-3067.

[51] TAN LN, HU K, ZHOU X M, et al. Print-scan invariant text image
watermarking for hardcopy document authentication[J]. Multimedia
Tools and Applications, 2018(10): 1-23.

[52] KHADIA G, HASSAN D, RACHID H, et al. A zero-bit Fourier
image watermarking for print-cam process[J]. Multimedia Tools and
Applications, 2019, 78(2): 2621-2638.

[53] YANG Z L, GUO X Q, CHEN Z M, et al. RNN-Stega: linguistic
steganography based on recurrent neural networks[J]. IEEE Transac-
tions on Information Forensics and Security, 2019, 14(5): 1280-1259.

[54] XIAO C, ZHANG C, ZHENG X X. Fontcode: Embeding information
in text documents using glyph perturbation[J]. ACM Transactions on
Graphics, 2018, 37(2): 15.

[55] FANG H, ZHANG W M, ZHOU H, et al. Screen-shooting resilient
watermarking[J]. IEEE Transactions on Information Forensics and
Security, 2019, 14(6): 1403-1418.

HEEE T

¥

KREE (1970- > , B, WLWKRFEA, 1H
+o, BUMHEFRHRFEHEZ . ARSI,
FEWRFRF MARERE B, 2%HeE
S

&

Z1LF (1995- ) , B, WEHEFEAN, B
PN TR A, BRI T 1 A
g BN A 24, SUARME B

=)

)

—

s

RIBEE (1983- ) , 5, WHLEEA,
+o, BUME TR YN, SRR
) o BRI B4 MR 70 5
f
WRRE (1978— ) , 5, WHEEEMA, L,

BUM 5 BHECR 2 PRI, 32205007 )k
ZUARN A PGB R T

2019208-12



	15-190365-4ýN.pdf

